
A wildcard certificate 

A wildcard certificate is a type of SSL/TLS certificate that is used to secure multiple 

subdomains under the same main domain with a single certificate. The certificate is 

issued with an asterisk (*) in place of the subdomain part of the domain name. This 

allows you to secure an unlimited number of subdomains without having to obtain a 

separate certificate for each one. 

Here are a few examples of what a wildcard certificate can be used for: 

1. Website Security: If you have a website with multiple subdomains (e.g., 

blog.example.com, shop.example.com, login.example.com), a wildcard certificate can 

secure all these subdomains with one certificate. 

2. Email Services: If you use subdomains for email services (e.g., smtp.example.com, 

mail.example.com), a wildcard certificate can secure these subdomains for secure 

email communication. 

3. APIs and Services: Many companies use subdomains for their APIs or different services 

(e.g., api.example.com, service1.example.com, service2.example.com). A wildcard 

certificate can secure these subdomains to ensure secure communication between 

clients and servers. 

4. Intranet and Internal Networks: For organizations with internal networks and multiple 

subdomains for different departments or services, a wildcard certificate can provide 

security for these internal subdomains. 

5. Multi-tenancy Applications: If you offer a multi-tenancy application where each client 

has their own subdomain (e.g., client1.example.com, client2.example.com), a wildcard 

certificate can secure all client subdomains. 

6. Development and Testing Environments: For development or testing environments 

with various subdomains for different stages or projects, a wildcard certificate can 

simplify securing these environments : dev, test, stage 

Wildcard certificates are convenient for managing security across a large number of 

subdomains under the same domain, reducing administrative overhead and costs 

associated with obtaining and managing individual certificates for each subdomain. 

However, it's important to note that wildcard certificates have limitations and may not 

cover all use cases, such as securing subdomains across different domains or securing 

certain types of specialized subdomains. 
-- 

 

 



Best practice when use wildcard cert 

Using wildcard certificates effectively involves following best practices to ensure both 

internal and external networks are secure.  

Here are some best practices and examples for using wildcard certificates: 

1. Separate Certificates for Internal and External Networks: 

 For security reasons, it's often recommended to use separate wildcard certificates 

for internal and external networks. 

 Example: 

 Internal wildcard certificate: *.internal.company.com 

 External wildcard certificate: *.company.com 

2. Secure Internal Services: 

 Use internal wildcard certificates to secure services and applications within your 

organization's internal network. 

 Example: 

 Internal services: mail.internal.company.com, 

intranet.internal.company.com 

3. Secure External-Facing Services: 

 Use external wildcard certificates to secure services accessible from the internet. 

 Example: 

 External services: www.company.com, api.company.com 

4. Avoid Overuse of Wildcards: 

 Limit the use of wildcards to domains and subdomains where they are truly 

necessary. Avoid overly broad wildcard usage. 

 Example: 

 Good wildcard usage: *.subdomain.company.com 

 Overuse: *.company.com (covers all subdomains, including unintended 

ones) 

5. Regular Certificate Renewal: 

 Follow industry best practices for certificate management, including regular 

renewal and monitoring for expiration. 

 Example: 

 Renew wildcard certificates annually or as per your organization's policy. 

6. Use Strong Encryption Standards: 

 Configure your servers to use strong encryption standards (e.g., TLS 1.2 or higher) 

with your wildcard certificates to ensure secure communication. 

 Example: 

 Configure servers to support TLS 1.2 and TLS 1.3 with strong cipher suites. 

http://www.company.com/


7. Implement Proper Access Controls: 

 Restrict access to wildcard certificates and private keys to authorized personnel 

only. Use proper access controls and secure storage mechanisms. 

 Example: 

 Grant access to certificate management tools and keys only to designated 

administrators. 

8. Monitor and Audit Certificate Usage: 

 Regularly monitor and audit the usage of wildcard certificates to detect any 

unauthorized or abnormal activities. 

 Example: 

 Use certificate management tools to track certificate usage and monitor 

for anomalies. 

By following these best practices, you can effectively use wildcard certificates to secure 

both internal and external networks while maintaining a high level of security and 

compliance with industry standards. 

-- 

Detect wildcard certs has been used intranet. 

To detect how many sites are using wildcard certificates internally on a network, you can use 

various methods depending on the tools and access you have within your organization's 

infrastructure. Here are some general steps you can follow: 

1. Check Certificate Stores: 

 On Windows systems, you can use PowerShell or the Certificate MMC snap-in to view 

installed certificates. Look for wildcard certificates (*.domain.com) in the Personal, 

Intermediate Certification Authorities, and Trusted Root Certification Authorities stores. 

 On Linux systems, you can use commands like openssl or utilities provided by your 

package manager to list installed certificates. Look for wildcard certificates in the 

appropriate certificate directories. 

2. Inspect Web Servers: 

 If you have access to web servers or load balancers, check their configurations to see if 

wildcard certificates are configured for any sites. Look for configurations that include 

*.domain.com in SSL/TLS settings. 

3. Network Scanning Tools: 

 Use network scanning tools like Nmap, Nessus, or OpenVAS to scan the internal network 

for SSL/TLS certificates. These tools can provide information about certificates used by 

various services and websites. 

4. Certificate Transparency Logs: 

 Check Certificate Transparency logs using tools like the Certificate Search website 

(https://crt.sh/) or similar services. Search for wildcard certificates issued to your 

organization's domain. 

https://crt.sh/


5. Certificate Management Platforms: 

 If your organization uses a certificate management platform or PKI (Public Key 

Infrastructure) system, such as Microsoft Certificate Services, Keycloak, or HashiCorp 

Vault, you can typically access reports or dashboards that list all issued certificates, 

including wildcard certificates. 

6. Review DNS Records: 

 Inspect DNS records for your internal domain to identify subdomains that may be using 

wildcard certificates. Look for DNS records pointing to subdomains like 

*.internal.domain.com or similar patterns. 

7. Collaborate with IT or Security Teams: 

 Work with your IT or security teams to gather information about wildcard certificate 

usage within the internal network. They may have documentation or tools specifically 

designed for certificate management and monitoring. 

8. Review Logs and Configurations: 

 Analyze logs from web servers, load balancers, or other network devices for references to 

wildcard certificates. Check configuration files for services that may be using wildcard 

certificates. 

By combining these methods and leveraging appropriate tools and access permissions, you can 

detect how many sites are using wildcard certificates internally on your network. It's important to 

maintain proper documentation and monitoring practices for certificate management and security 

compliance. 

 

You can use PowerShell to detect the expiration date of a certificate.  

Here's a PowerShell command to do that: 

$cert = Get-ChildItem -Path Cert:\LocalMachine\My | Where-Object { 

$_.Subject -like "*YourCertSubject*" } 

if ($cert) { 

    $expirationDate = $cert.NotAfter 

    Write-Output "Certificate Expiration Date: $expirationDate" 

} else { 

    Write-Output "Certificate not found." 

}  

 

Replace "*YourCertSubject*" with the subject of the certificate you want to check. This 

command retrieves the certificate from the Local Machine certificate store, filters it 



based on the subject, and then outputs the expiration date. If the certificate is not 

found, it will display "Certificate not found." 

You can run this PowerShell command in an elevated PowerShell prompt to check the 

expiration date of a certificate on the local machine. Adjust the certificate store path 

(Cert:\LocalMachine\My) if the certificate is stored in a different location. 

-- 

To import and export certificates using PowerShell, you can use the Import-PfxCertificate 

and Export-PfxCertificate cmdlets. These cmdlets allow you to handle certificate files in 

PFX format, which is a common format for storing private keys and certificates together. Here's 

how you can import and export certificates using PowerShell: 

1. Importing a Certificate: 

Use the Import-PfxCertificate cmdlet to import a certificate from a PFX file into the 

Windows certificate store. 
$certPath = "C:\Path\to\YourCertificate.pfx" 

$certPassword = ConvertTo-SecureString -String "YourPassword" -AsPlainText 

-Force 

 $cert = Import-PfxCertificate -FilePath $certPath -CertStoreLocation 

"Cert:\LocalMachine\My" -Password $certPassword  

  

 Replace "C:\Path\to\YourCertificate.pfx" with the actual path to your PFX file. 

 Replace "YourPassword" with the password for the PFX file. 

 The -CertStoreLocation "Cert:\LocalMachine\My" parameter specifies the 

certificate store where the certificate will be imported. Adjust this location as needed 

(e.g., Cert:\CurrentUser\My for the current user's store). 

2. Exporting a Certificate: 

Use the Export-PfxCertificate cmdlet to export a certificate from the Windows certificate 

store to a PFX file. 
$certThumbprint = "YourCertificateThumbprint" 

$exportPath = "C:\Path\to\ExportedCertificate.pfx" 

 Export-PfxCertificate -Cert (Get-Item -Path 

"Cert:\LocalMachine\My\$certThumbprint") -FilePath $exportPath  

  

 Replace "YourCertificateThumbprint" with the thumbprint of the certificate you 

want to export. You can find the thumbprint by viewing the certificate details in the 

certificate store. 

 Replace "C:\Path\to\ExportedCertificate.pfx" with the desired path and 

filename for the exported PFX file. 

After running these PowerShell commands, the specified certificate will be imported or exported 

according to your requirements. Make sure to adjust the paths, passwords, and certificate store 



locations as needed for your specific scenario. Additionally, ensure that you have the necessary 

permissions (e.g., administrative privileges) to perform these operations on the certificate store. 

 

-- A public certificate, also known as a public key certificate or SSL/TLS certificate, is a digital 

certificate used to authenticate the identity of a website or server and enable secure 

communication over the internet. Public certificates are issued by trusted Certificate Authorities 

(CAs) and contain information about the certificate holder, such as the domain name, 

organization name, expiration date, and the public key used for encryption. 

 

-- A private certificate, also known as a private key certificate or server certificate, is a digital 

certificate that includes both a public key and a private key. Unlike public certificates, private 

certificates are not shared publicly and are used primarily for server authentication and 

establishing secure connections between servers and clients. 
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